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This Policy sets out the obligattons of SSEL ("the Conipany") regarding ciala p;-otectron
and the rights of employees, contractors and;ob applicants ("data subjects") in respect of
their personal data under the Personal Data Frotectron ("the Regulation").

' The Regulation defines "personal data" as any information relating to an identified or identifiable
natural person (a data subject); an identifiable naturai person is one who can be identifled,
directly or indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier, or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural, or social identity of that natural person.

' This Policy sets out the procedures that are to be followed when dealing wlth personal data,
The procedures and principles set out herein must be followed at all times by the Conrpany, its
employees, contractors, or other parties working on behalf of the Company.

' The Company places high importance on the correct, lawful, and fair handling of all personal
data, respecting the legal rights, privacy, and trust of all individuals with whom it deals.

Responsibilities of The Data Protection Officer:

Keeping the board updated about data protection responsibilities, risks and issues.

Reviewing all data protection procedures and policies on a regular basis.

Arranging data protection training and advice for all staff members and those included in this
policy.

Answering questions on data protection from staff, board members and other stakeholders.

Responding to individuals such as clients and employees who wish to know which data is being
held on them by SSEL.

Checking and approving with third parties that handle the company's data any contracts or
agreement regarding data processing.

Responsibilities of the IT lrlanager:

- Ensure all systems, services, software and

- Checking and scanning security hardware
properly

- Researching third-party services, such as
store or process data

equipment meet acceptable security standards

and software regularly to ensure it is functioning

cloud services the company is considering using to
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This Poiicy airns to ensure complrance wlth the Regulatlon. The R.egulation sets out the following
princip{es with whrich any party handiing personal data nnust comply. All personal data rnust be:

t.

p'ocessed lawfully, fa;r y, anC in a transparent manner in relation to the data sub;ect;

collected for specified, explicit, and legitimate purposes and not further processed in a manner
that is incompatible with those purposes

adequate, relevant and limited to what is necessary in relation to the purposes for which it is
processed;

accurate and, where necessary, kept up to date; every reasonable step will be taken to ensure
that personal data that is inaccurate is erased or rectified without delay;

kept in a form which permits identification of data subjects for no longer than is necessary for
the purposes for which the personal data is processed;

processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorized or unlawful processing and against accidental loss, destruction
or damage, using appropriate technical or organizational measures.

The Company will always process your personal data lawfully, fairly, and transparently, without
adversely affecting your rights as the data subject.

The Company will only collect and process personal data for, and to the extent necessary, for the
specific purposes informed to data subjects.

The Company ensures that all personal data collected and processed is kept accurate and up-to-
d ate

a.

b,

C.

d.

Z.

Page 3 of 7



d.
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The accuracy of data shall be checked w[Ten it is collecteci and at regular intervais tnereafter.
Where any inaccurate or out-of-date data is found, atrl reasonab[e steps wiil be taken without delay
to amend or erase thaL data, as appropriate,

,i:" - : :.:.i:ai:.j,h.'.,{ *1rr;j.;."i:.."i:::.:Lri,l-:i;3.ffi+k

The Company does not keep personal data for any longer than is necessary in light of the purposes
for which that data was oriEinally collected and processed.

When the data is no longer required, all reasonable steps will be taken to erase it without delay
and will be securely deleted.
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The Company shall ensure that all personal data collected and processed is kept secure and
protected against unauthorized or unlawful processing and against accidental loss, destruction or
damage
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The Company's data protection officer is responsible for the governance of personal data, This will
be achieved by demonstrated by the maintenance of internal records of all personal data collection,
holding, and processing.
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The Regulation sets out the following rights applicable to data subjects. Under certaln
circumstances/ by law you have:

a. The right to be informed;

b. The right of access to your personal data;

c. The right to rectification of your personal data;

d, The right to erasure of your personal data;

e. The right to restrict processing of your personal data;
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f. The:'ight to cjata portabitity;

S The right Lo object to the processing of your personal data

h. Rlghts wlth respect to ar-ltomated decision-rnaking and profiling.

You can flnd further information on how to review, verify, correct or request erasure of your
pensonal information, object to the processing of your personal data, request that we transfer a

copy of your personal information to another party.
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10.1

to.2

The following personal data may be collected, held, and processed by the Company. personal data
relates to a specific individual who may be identifiable from that data. This can include;

Information collected and processed for finding the data subject a suitable role is as follows:
. Contact information (e,9. name, postal and email addresses)

. Qualifications, skills and competencies

' CV and documents supporting data subject job applications, including references and transcripts
. Employment history

. Data Subject responses to job specific questions

. Assessment test results e.g. pre-employment medical

Information in respect to individuals that have worked for us previously or may work for us is as
follows
. Passport

. In some cases, permits and visas

. DOB

. PPS number or Social Security number

. Details of job offers and placements

' outcome of background and criminal record checks for certain roles

. In certain cases, medical information

' Financial information (including but not limited to payroll details and terms)

The above information is used to provide Company services to the data subject in our capacity as

an employment business to find the data subject suitable work whether on a temporary, contract
or permanent basis, based on the data subjects' requirements as set out below.
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The information under 10.1 may be used as follows:

. To match the laia subjec'us s<ills sets w;th ;ob vacancres tc asslst in fi nd rE
suitab e positicns

' To put forwarc Data Subjects Cetails to the Company cilents in order for Data
considened for vacanc'es

- To place Data Subject with our ciients

- To keep Data Subject informed of available opportunlties as they arise

The information under 10.2 may be used as follows:

10.3

Data Suhjects

Subject to be

- To establish that Data Subject has the right to work

. To undertake relevant security and criminal record checks as required by our clients

' To deal with any medical and health and safety issues relating to certain positions

. To put in place contractual arrangements and documentation once a role has been secured

- To pay the Data Subject if placed

We will ensure any use of personal data is justified using at least one of the conditions for
processing. All Company staff who are responsible for processlng personal data will be aware of
the conditions for processing. The conditions for processing will be available to data subjects in
the form of a Privacy policy-
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The Company shall ensure that all its employees, agents, contractors, or other parties working on
its behalf are subject to the following when working with personal data:

a. A fully resourced and engaged data protection governance structure across the organization
supported by a suite of enforced data protection policies, processes and guidance.
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The Company has measures in place to identify, understand and manage the risks to personal data
and appropriate controls are in place to prevent, limit or contain the impact of unwanted events
to personal data transmitted, stored or processed.
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The Company would not transfer personal data to countries outside of the INDIA.
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15. 1

SSEI- operates a robust and structured system of controls, rneasures and processes to help
protect data subjects and their personal lnforrnation from any nisks associated with processing

data

Detaiis of how we achieve this can be found in our Personai Data Breach and Incident Handling
Procedu re.

All staff will regularly receive data protection and information security training,
a. New joiners will receive training as part of the induction process.

b. Further training will be provided at least every two years or whenever there is a substantial
change in the law or our policy and procedure.

Completion of training is compulsory.
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